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0S Rocky Linux 8.5

Kernel 4.18.0-348.12.2.e18_5.x86_64
Node.js v14.19.1
React v17.0.2
Go v1.19
Prometheus | v15.18.0
Grafana v6.43.5
Helm v3.7.0
Containerd | v1.6.8
Kubernetes | v.1.25.2
Docker v20.10.18

£ 1.7 2nEQo] A

- Production} H]<=3+ 84S §A3}7] &l redhate] RHEL =7}y # A2l rocky linux
2 &

- Frontend ¥ middleware= node.jsZ F+&d¢| ¥ ©™, backend= golange. 2 214 &
- Frontend+ react frameworkE Abg3te] 7= ¢l oo, middleware:= express Z#|
A5 AHES

- kubernetes ¥ containerd, docker= 7l @A latest M- ARE-SFA &

- ojmA g 7| A MEE A7 == helm charts A

- WEY 3 2 doJ¥ 7FAstE 91§ prometheus, grafana= helm chart® W]z 3

Port Y5 Protocol 24

22 TCP SSH {4

80 TCP Http < Ay A&

443 TCP Https <4 Ay A&

3000 TCP Frontend 7]¥ port H3
5000 TCP Middleware 7|2 port &
6443 TCP API server 7|2 port Hg
8080 TCP Http < Ay A&

9100 TCP Node exporter 7|2 port 3
10250 TCP Kubelet 7|2 port &

30000-32767 TCP/UDP NodePort <

#® 2. &4 port gAE
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Y. Kubernetes 7+4A =

Kubernetes Cluster
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I APl Server ‘

‘ Backend }~—

Worker Node

Metric Server ‘

“ Frontend |‘Middleware

Prometheus
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\ Backend 1T /

a2 1. fgE AT EoES 3t Kubernetes AT

T3 3H Kubernetese= 138 13 o] 1719 Master node, 27012 worker node® -4 = o

o] o
AT

Mgt AZEdojE % worker nodel Hj X7} H

Frontend ¥ middleware= AF&-AF HZS 913 node port=Z T4 ¢

Backend: clusterlP2 &3 HZ& Brb53sta S8 2H R HIw 753

Backend+= middleware®] 8 #-& %3 master node®] API serverolAl dlolgl *g] 834
T A3 e gty

Prometheus= grafana % backend WEY AlFS 9l AE-=H, clusterlP2 4%
Prometheusol| 4] node exporter ¥ kube-metric A®olA WEZ S +3

Grafana+= frontend?l reactoll Al dlo]g AlZ3slE A|l&3

Node 7t pod HIEYIE 93 A =3E] CNIE= weave networkES AF&-3Hvxlan)
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— Dashboard

302 — B v H e | — nede

] Node - Middleware

— Pod —

—‘ Monitoring '—
—“ Node }———

DUEH|

GhAlE
General / Node Dashboard ¢

L

Node CPU Utilization
Uy

Node Disk Available

O3 3. Grafana 9=

- Frontend+= 1% 29} #o] dashboard, workload, monitoring 37§12 AR E A &3t

- Dashboard= =% 707, pod 7<=, Z=2A|A 74 D e 5 cluster ¥ =9 F3
ARE A&

- Workload+= pod ¥ node?] ¥g2E && Ao &

- Monitoring& pod, node®] 242 AL&HS A F3H

- Monitoring> 1% 33 Zo] grafana®} HE3ste] Al3H

- Grafana: iframe B} 15 AM&3te] QA RE AA HRE A3t

- Grafana+= 7]¥2& . F iframe share 7]5°] H]&43 Fo]lo] chart] values.yamlol A
S TR RS

s}
=
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RS Al
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- [grafana.inil.security.allow_embbeding: true Zt-2 F7}sle] a2

_4_
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Dashboard
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@— Workload Check || Request —* m

‘— Authentication Handler Backend
vy -
a2 4. Middleware 4%«
Key Type a3
node_id string 40byte kubernetes node UUID
node_name string 255byte kubernetes node®] hostname
node_address string 255byte kubernetes node ipvd &4
node_label_key string 255byte kubernetes node label®] key
node_label_value string 255byte kubernetes node label®] value
node_role string 255byte kubernetes node?] role(master, worker)
Authorization string 2000byte AH2AL token 3
pod_id string 40byte pod®] UUID
pod_name string 255byte kubernetes pod o]
pod_namespace string 255byte pod”} 4&3%F namespace o]
pod_address string 255byte podQ] ipvd FA
pod_nodeName string 255byte pod”t &3t node®] hostname
pod_service string 255byte pod service o]&

E 3. REST APl #H2] =22

- Middleware+= frontende} L3 298 F+x5 7FAH, backendol| Al 874  AF&-A+e]
authentication FX& &<213}7] 2138 A&

- Frontendell A g2 cookie St1E 2l ¥ query wlolHE sd3te] backendell Al
Zik=s

- workload, monitornigell A AF&-% = querye &% 3% 25
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Info merger

Dashboard 9 |

b Client Set Pod i
: Kubernetes i
f I‘ " U-—i Workload Client " :
Component !

: Prometheus i
i Client '
i Query '
| . Component '
oo - =

> 5. Backend A ®

Key Type 49
. string L _
K8sConfigPath . . ] kubernetes config file YX]
json: k8sConfigPath
int
BrokerListenPort - . ) backend Al¥| Al8§ A] A}R=E port HSE
json: brokerListenPort
string _
BrokerProtocol - . backend AlH o] At8=E 1o =2 & Z(http, https)
json: brokerProtocol
string )
PromAddress . B «. | prometheus ipvd &4
json: prometheusAddress
int
PromPort N . prometheus port Hs
json: prometheusPort
string —
PromProtocol . B .. | prometheusol| 4] At8E= &g & Z(http, https)
json: prometheusProtocol

# 4. Backend config =%

- Backende Ar&Ake] ool wel MEo A I}A glo] config files ¢Jo] AHESt=
]

- confige] key, valuex= 3% 49} Z&

- Backend: middlewareZ 55 AGw-S querysS 9o A&

- EE requeste AbRol] A oH client sete T8 a3 4 HEUEE Faf dolE}
A+

- client set& %713} FABNA AW FE AAo] Hu, gro] MAHA ¢S

- client set-2 getter, setter $++E S5t AXIE 7| X o AlE3H
(deadlock ¥ invalid memory access WA & &3 F24 RA)
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persistentVolume
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T2 6. Prometheus PV H|&A 35}

prom-kube-state-metrics
prom—prometheus—alertmanager
prom-prometheus—node—expor ter
prom-prometheus—pushgateway
prom—prometheus—server

Use local time Enable query history Enable autocomplete @ Enable highlighting @ Enal

Cluster [P 10.103.187.98
Cluster [P  10.96.150.107
Cluster [P 10.108.59.20
Cluster |P  10.103.63. 121
Cluster [P 10.101.59.45

14 7. Prometheus Services

ble linter

3 8. Prometheus £7| 3+H

U ere x| e

<none>
<none>
<none>
<none>
<none>

- Prometheus githubell #| &%+ helm chartE clonests] AF&-3F

- Prometheus:= 7|82 © 2 PV(Persistent volume)S Q7-3}0, Mx o] HAo] HQ3gh

- B Ao Z7|3t HlolH A3 EZQste 19 63 o] values.yamle]
persistentVolume.enabledS ¥ &4 5}

- Prometheus+= monitoring namespaceol| 4] ¥j3Z3}H, 13 73 o] ClusterlP A&

- Bl ¢+5 & prometheus-server IPZ F<3be] 17 83} o] 7] 31 H<E &9l

8080/TCP
80/TCP
9100/TCP
9091/TCP
80/TCP
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. Grafana

grafana.ini

; security

Ol 4 al low_embedding

3 auth.anonymous

D enab | ed
J9 9 Grafana Iframe B} 7 AF8-& 9Jst M

grafana NodePor t 10.107.54.241 <none> 80:30400/TCP

12 10 Grafana Service

eneral / Home

Welcome to Grafana Need help? po

Latest from the blog

Manage

a2 11. Grafana £7] 3tH

B Data sources

Add data source

Prometheus

rometheus | http://10.101.59.45/ | |default

12 12. Grafana®l prometheus 9=

- Grafanas= prometheus®} &Y 3}A helm chartE AF&3te] wjL g
- Frontend 9152 93} values.yaml®] grafana.ini 4%

- R A& 9 react A-5S 93l clusterlPol A nodePort=2 w7

- http://nodelP:nodePort 2 # <38l z7] gH &9l

- prometheus WEZY &8&-& ]3| grafana prometheus plugin 7}
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